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Overview

Are Chinese solar power inverters connected to critical infrastructure grids?

U.S. energy officials have launched an investigation after discovering
unauthorized communication equipment embedded within Chinese-
manufactured solar power inverters connected to critical infrastructure grids
across the country. 

Do solar inverters contain undocumented cellular radio devices?

These inverters, which are essential components that convert direct current
from solar panels into alternating current usable by the electrical grid, were
found to contain undocumented cellular radio devices not disclosed in product
specifications or technical documentation. 

Are Chinese inverters a threat to solar power?

This vulnerability is especially dangerous given the growing penetration of
solar power on Western grids, where in some regions, Chinese-manufactured
inverters control upwards of 200 gigawatts of generating capacity – equivalent
to more than 200 nuclear power plants. 

Where are solar inverters made?

These inverters, which are necessary for connecting solar panels and wind
turbines to the grid, are primarily made in China, and they usually provide
remote access for maintenance.
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Leaked solar container communication station inverter location

A Ghost in the Machine: Chinese FIS
Covert Collection Devices in Solar  

National security operatives have found
communication devices embedded
within Chinese-manufactured solar
power inverters and batteries, again
raising significant concerns about the ...

Hidden devices found in Chinese-
made ...

Unexplained communication devices
have been found inside some Chinese-
made inverter devices, according to a
Reuters report. The ...

Investigators Discover Hidden ...

U.S. energy-sector forensic teams have
begun disassembling Chinese-
manufactured solar inverters and grid-
scale batteries after ...

U.S. officials Investigating Rogue
Communication Devices in Solar ...
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U.S. energy officials have launched an
investigation after discovering
unauthorized communication equipment
embedded within Chinese-manufactured
solar power inverters ...

U.S. officials Investigating Rogue ...

U.S. energy officials have launched an
investigation after discovering
unauthorized communication equipment
embedded within ...

Rogue Communication Devices
Found In ...

U.S. energy officials are quietly exploring
a potentially major national security
threat: unrecorded communication
devices built into ...

Uncovering Hidden Risks in
Renewable Energy Equipment

Recent investigative reports have
uncovered concerns in the renewable
energy sector: rogue communication
devices found embedded within solar
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power inverters and ...

Hidden devices found in Chinese-
made inverters in the US, ...

Unexplained communication devices
have been found inside some Chinese-
made inverter devices, according to a
Reuters report. The news agency claims
US energy officials ...

A Ghost in the Machine: Chinese FIS
Covert ...

National security operatives have found
communication devices embedded
within Chinese-manufactured solar
power inverters and batteries, again ...

U.S. Authorities Investigate
Communication Devices in Solar
Power Inverters

U.S. energy officials have intensified
scrutiny of Chinese-manufactured
components in renewable energy
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infrastructure after the identification of
undocumented ...

Rogue Communication Devices
Found in Chinese Solar Power
Inverters...

Discovery of Undocumented
Communication Devices Rogue
communication devices found in Chinese
solar inverters are raising global
cybersecurity alarms. Learn how ...

Rogue Communication Devices
Found in Chinese Solar Power
Inverters

Power inverters, which are
predominantly produced in China, are
used throughout the world to connect
solar panels and wind turbines to
electricity grids.

Rogue Communication Devices
Found In Chinese Inverters

U.S. energy officials are quietly exploring
a potentially major national security
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threat: unrecorded communication
devices built into Chinese-made
inverters and batteries that ...

Undocumented Communication
Components Discovered In Chinese
Inverters  

Undocumented communication devices
have been discovered inside solar
inverters and batteries manufactured in
China, according to two sources familiar
with the ...

Investigators Discover Hidden
Communications Devices in US Solar
...

U.S. energy-sector forensic teams have
begun disassembling Chinese-
manufactured solar inverters and grid-
scale batteries after discovering
undocumented 4G/LTE modules and
other ...

Contact Us
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For catalog requests, pricing, or partnerships, please visit:
https://eqacc.co.za
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